POLICE HEADQUARTERS ‘ i 5 AMMU & KASHMIR SRINAGAR.

Phone/Fax No: 0194-2443031/ 2443032 ( PROVISION SECTION) ) (Sgr)Website:www.jkgolice.gov.in
¢ .‘1—2459029/2459255(Jammu) Emaiphqjk@jkpolice.gov.in)

Gist of e-tender notice No_Qof 2019
Dated: - K‘ 07. 2019

Eor and on behalf of the Governor of Jammu and Kashmir State, e-tenders are hereby
invited from registered OEM’s or their authorized dealers to quote against this e-tender for “Cyber
Forensic Lab-Cum-Training Centre under CSS-Cyber Crime Prevention against Women & Children” as
mentioned in Annexure “A” of this tender notice .The download of the NIT shall start on { ¢*/07/2019
from 1600 hours. Tenders shall be submitted online on J&K State e-Procurement Portal
www.jktenders.gov.in up tocf.OGQOlQ before 1800 hours. The tenders (technical bids only) will be
opened online on 7 '07.2019 at 1100 hours at Police Headquarters J&K Peerbagh Srinagar. In case of
unfareseen circumstances, the date of opening will be next working day.

A pre bid conference shall be held at PHQ J&K Peerbagh Srinagar on [ . 07.2019 at 1630
hours , intending firms can participate in this conference to clarify any issue related to instant
tender enquiry.

Detailed tender documents (SBD) with terms and conditions are available on J&K State e-
procurement Portal www.ktenders.gov.in. The intending tenderers may visit this portal site for
detailed information.

-

Mubassir Latifi JKPS

(AIG Provision/Transport)
For Director General of Police,

_ J&K-Srinagar
. No: - Prov-Il /WPR- 46/2017-18/ ys19->0 1y q\\%oated: S .07.2019
Copy to the:-

Principal Secretary to Govt. Home Department J&K Srinagar.
All ADsGP J&K. :
Director SKPA Udhampur.
All 1sGP J&K....for favour of information.
IGP Crime Hqrs J&K Srinagar for information.
DIG CKR Srinagar/DIG Jammu-Kathua & Samba Range Jammu.
Director Industries fammu/Srinagar for information.
FA/Chief Accounts officer PHQ J&K Srinagar for information.
Manager Government Press Srinagar / Jammu for publication of the e.tender in Govt Gazette.
10. SSP J&K CID Ceil, 11 Harish Chander Mathur Lane Kasturba Gandhi Marg New Delhi-110001 along with
copy of the e.tender for information intending firms. ’ '
11. AIG Communication PHQ J&K Srinagar for information with the request to arrange publication of Gist of
l//the e-tender in 02 leading State dailies and 01 national daily through information department.
1

W N O A WNE

~"In-Charge |T Centre PHQ/In-Charge e-tendering PHQ for placing the e-tender pn the website of J&K
Police and J&K Govt. Portal.

Mubassir Latifi JKPS
(AIG Provision/Transport)
For Director Generai of Police,
J&K-Srinagar



POLICE HEADQUARTERS °

Phone/Fax No: 0194-2443031/ 2443032 (PROVISION SECTION; ) (Sgr)Website: www. jkpolice.gov.in
(191-2459029/2459255(Jammu) : Emaiphgik@jkpolice.gov.in)

Gist of e-tender notice No ﬁof 2019
Dated: - | fT07. 2019 .

For and on behalf of the Governor of Jammu and Kashmir State, e-tenders are hereby
invited from registered OEM’s or their authorized dealers to quote against this e-tender for “Cyber
Forensic Lab-Cum-Training Centre under CSS-Cyber Crime Prevention against Women & Children” as
mentioned in Annexure “A” of this tender notice .The download of the NIT shall start on (ﬂ07/2019 '
from 1600 hours. Tenders shall be submitted online on J&K State e-Procurement Portal
www.jktenders.gov.in up to 5..0‘2019 before 1800 hours. The tenders (technical bids only) will be
opened online on 7.08.‘2019 at 1100 hours at Police Headquarters J&K Peerbagh Srinagar. In case of
unforeseen circumstances, the date of opening will be next working day.

A pre bid conference shall be held at PHQ J&K Peerbagh Srinagar on l . 07.2019 at 1630
hours , intending firms can participate in this conference to clarify any issue related to instant
tender enquiry.

Detailed tender documents (SBD) with terms and conditions are available on J&K State e-
procurement Portal www.jktenders.gov.in. The intending tenderers may visit this portal site for
detailed information.

sd/-
Mubassir Latifi JKPS
{AIG Provision/Transport)
For Director General of Police,
J&K-Srinagar

No: - Prov-Il /WPR- 46/2017-18/ Y21/ 9 - DO Dated: /& .07.2019
Copy to the:- :

1. Principal Secretary to Govt. Home Department J&K Srinagar.

2. Al ADsGP J&K.

3.  Director SKPA Udhampur.

4.  All1sGP J&K....for favour of information.

5. 1GP Crime Hqrs J&K Srinagar for information.

6. DIG CKR Srinagar/DIG Jammu-Kathua & Samba Range Jammu.

7. Director Industries Jammu/Srinagar for information.

8. FA/Chief Accounts officer PHQ J&K Srinagar for information.

9. Manager Government Press Srinagar / Jammu for publication of the e.tender in Govt Gazette.

-
©

SSP J&K CID Celi, 11 Harish Chander Mathur Lane Kasturba Gandhi Marg New Delhi-110001 along with
copy of the e.tender for information intending firms.

AlG Communication PHQ J&K Srinagar for information with the request to arrange publication of Gist of
the e-tender in 02 leading State dailies and 01 national daily through information department.
In-Charge IT Centre PHQ/In-Charge e-tendering PHQ for placing the e-tender on the website of J&K
Police and }&K Govt. Portal. ’ A

[y
=
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Mubassir Latifi JKPS
(AIG Provision/Transport)
For Director General of Police,
J&K-Srinagar

1S



POLICE HEADQUARTERS  (Provision Section) JE&K, SRINAGAR.

Phone/Fax No: 0194-2443031/ 2443032 (Sgr)Website:www.jkgolice.gov.in
3191-2459029/2459255(Jammu) Email: phqgjk@jkpolice.gov.in

E-tender notice No_§D_ of 2019

Dated: - ,~07. 2019 SBD

1. For and on behalf of the Governor J&K State, e-tenders are hereby invited from |
éregistered OEM'’s or their authorized dealers to quote against this e-tender for
“Cyber Forensic Lab-Cum-Training Centre under CSS-Cyber Crime Prevention against Women &

' Children” as mentioned in Annexure “A” of this tender notice. The tender notice
consisting of qualifying information, eligibility criteria, specifications, bill of quantities
(BOQ), set of terms and conditions ‘of the contract and other details can be seen/
downloaded from J&K State e-procurement portal www.jktenders.gov.in from

15707.2019 from 1600 hours to or08.2019 up to 1800 hours.

A pre bid conference shall be held‘at PHQ J&K Peerbagh Srinagar ona .02.2019
at 1630 hours , intending firms can participate in this conference to clarify any
issue related to instant tender enquiry.

Note: Only those firms should respond the tender enquiry which are reputed

“solutions and are capable to execute the supply/installation within shortest possible
time to be specified in the purchase order.

—2 Time/date and place OnQ'Z .02.2019 at 1100 hours at J&K
for or.tlme ‘opemng of Police Headquarters, Peerbagh Srinagar.

I technical bid only

| Validity of tender | Up to 31.12.2020

offer

gAll tender documents attached with this invitation to tender including the !

?specifications are SACROSANCT for considering any offer as complete offer. It is :

important that scanned copies of each page of the tender document duly completed,
' page numbered and signed are uploaded with your offer in a sequential manner and |
- not haphazardly.




. The tender fee has been fixed Rs 100/- only for SSI units of J&K State and all other |
- vendors have to pay Rs. 2000/- in the shape of scanned copy of Treasury Challan

deposited into State Gowt. Treasury under object head 0055-Police & the same is
non refundable . Treasury Challan should compulsorily mentioned (i) Name of Firm (i) ‘
Tender No (iii) Date of opening of tender. However, the Govt/ Semi Govt. concerns of
fthe J&K State claiming exemption of tender fee shall append authenticated orders,
certificates etc issued by competent authority in support of their claim. However,
granting exemption from furnishing of Tender fee shall be at the sole discretion of
DGP J&K Police or any officer authorized on his behalf. Tenders without stipulated

tender fee shall be rejected. However, outside state bidders where J&K govt. Treasury

is not available can furnish non refundable DD on account of tender fee.

Earnest Money Deposit (EMD):- Tender must be accompanied by a scanned copy of |
‘the Earnest Money for Rs >000.00 in respect of SSI Unit holder of J&K State only |
§and Rs 1,00,000/- (one lakh) for other tenderers who are not SSI Units of J&K State
_ duly pledged to AlIG (Prov/Tpt) PHQ J&K without which tender will not be considered. g
fThe amount shall deposited in the shape of Call Deposit Receipt Valid at |
call/FDR/Bank Guarantee of any Nationalized Bank valid for a period of one year.
However, all the participating bidders would upload scanned copy of the requisite
. EMD with the tender. The Earnest Money will be released to unsuccessful tenderer
within one month of the final acceptance of the tender whereas in case of
' successful tender original EMD shall be obtained before awarding the contract & it
will be treated as part of security deposit. No interest shall be payable by purchaser
on the EMD deposited by the tenderer. The original CDR/FDR/TDR/BG shall be sent |
by post by the successful bidder to the AIG Provision & Transport c/o DGP J&K
| before award of contract in pursuance to J&K Govt. Finance Department order |
issued under No OM No A/24(2017)/651 dated 7.6.2018.

' The Address is as under :-

- PHQ J&K Peer Bagh Srinagar ( from May to October)

PHQ J&K Gulshan Ground Jammu (from November to April)

' J&K Govt. rules with regard to furnishing of EMD in respect of local Registered SS|
units of J&K State shall be applicable in letter and spirit. Tenders without EMD shall be
| rejected.




E;iii)Appmximate Within 45 days from the date of issuance of supply
. completion time order,

Vinspection | Survey of the ftems shail be cond ucted by the survey |
authority / place of board constituted b\/ PHQ J&K.

survey »
vii)Payment terms Payment shall be released by the department after

delivery, installation & Survey of the Video Walls by
. the board. |

9. Firms shall clearly indicate different taxes, duties, charges which they propose to
| charge as per the format of Bill of quantity (BOQ) available with the e-tender.

taxes/duties_./charges if any.
i. If approved supplier backs out or fails to execute the supply order after |

Department reserves the right to change the quantity of sites as mentioned in the
tender.

Rates quoted by the firms shoJl-d“ bew 6n flrm Briée.mi)asis-mibé‘.incl(nding all

placement of order within stipulated delivery period ,the department will be at |
liberty to get the supplies executed from L-2 firm and differential amount |
between L-1 & L-2 rates will be recovered from the security deposit furnished by
the approved supplier and remaining amount will be recovered from L-1 firm |
besides invoking other penalties which' shall include black-listing of the firm etc.

Conditional tender will not be accepted /entertained. It will be summarily rejected.

verified/checked irrespective of the registration status or any other document / '

EE Tender documents (viz technical compliance, registration/existence

iil. | All pages of the technical bid/pre-qualification documents must be

jii. | Duplicate documents /pages shall not be uploaded by the bidders

: information.
13. ?Department reserves the right to cancel/reject or scrap the tender, with no .
. consequential liability

‘TWO BID SYSTEM.-.

All bidders are required to submit their offers in two covers online as under:-
(A) FIRST COVER (Technical Bid) is to be uploaded Online and scanned copies in PDF
format should contain the following documents:-

certificates of the firms / SSI Units & performance etc.) duly page
numbered completed and signed BUT WITHOUT INDICATING THE
RATES QUOTED.

clearly page marked at the bottom centre of each page before
scanning the same and uploaded to e-tendering portal.




|v Documents to be scanned ,converted  to PDF format and

v. | Tender fee and EMD documents must be scanned and placed in
vi. |Bidders are advised not to upload any irrelevant /un-necessary

vii. | Scan copy of the NIT, all pages duly signed & stamped by the

viii. | Self attested copies of Income tax returns for the last 02 financial
ix. | Charted Accountant duly vetted financial statements comprising of P
X. | Performance statement for last two financial years as APPENDIX-IIl of

Xi. | Turn over for last two financial years as APPENDIX-1i of this NIT
Xii. | GST return latest by 31.12.2018

xiii. Acceptance of delivery/warranty & maintenance etc.
Xiv. | Acceptance regarding execution of supplies within the stipulated

xv. | PAN no/GST/TIN No. Self-attested bhotocopies thereof be

xvi. | Check list for tenders as per APPENDIX-IV of this NIT.
| xvii, Any other relevant document which the firms wishes to submit

subsequently uploaded to the portal must be scanned at 200
DPi(Dots per inch) resolution/scale.

separate PDF files.

documents on tender portal.

tenderer, in token of having understood and accepted the
specifications, terms & conditions of the NIT.

years

2 LA/C balance sheet for the last 02 financi_al years .

this NIT.

time frame.

appended.

16,

(B} SECOND COVER (Commercial/Price Bid) should contain the following:-
i. | Rate quoted by the firm should be on firm price basis as per Bill of

ii. | Rates quoted shall be final till the validity of the contract i.e, upto

Quantities (BOQ) of the e-tender to be downloaded from the website and
Rates should be carefully quoted offline and then uploaded.(Rate quoted
shall be final. The Zero basic cost quoted for any item in BOQ will be
treated as Nil Quoted

31.12.2020 with provision of further extension if finally approved by
competent authority. '

On due date of opening of tenders i.e &) .05?2019 at 1100 hours, technical bids only

| shall be opened and technical evaluation process shall start. Those who qualify the
 technical bid on a/c documents uploaded by them shall be informed online with
regard to opening of financial bids of the technically qualified firms. The evaluation |
committee can call the participating firms for demo  of their offered items at any |
(stage. :




Security Deposit: - The approved tenderer will have to furnish security deposit @ 5%
“of the total value in the shape of CDR/FDR valid for one year issued by a
fNationaIized/ScheduIed Banks pledged to AIG Provision & Transport PHQ J&K
%Srinagar at the time of signing of Deed of Agreement to ensure satisfactory
§performance of the contract, warranty period/agreed contract. The charges on
éstamps etc. (cost of documents in totality) shall be borne by the supplier while
executing the agreement. (No interest shall be paid by the department on the Security |
fdeposn) J&K Govt rules for Securlty Deposit in respect of local SSI Units shall be
- applicable

_of 01 year from date of survey /acceptance.

Guarantee/Warranty
- Except as otherwise provided in the invitation to the tender, the approved suoplier

hereby declares that supplied items shall be in all respects strictly as per
RFP/requirement of the department. The approved supplier hereby guarantees the
warranty of the supplies equipment for a period of 02 years & accessories for a period

Liquidity Damages , ’
Successful tenderer shall have to complete the execution of supply,

installation/commissioning of items wherever necessary within stipulated period as

would be mentioned in the supply order. J&K Police at its discretion reserves the right
to impose liquidity damages of 5% of the cost of un-supplied material if the supplies
are not executed/installation is not completed in stipulated time frame. However,
ample opportunity would be given to the approved supplier to explain the cause of

- delay in the execution of supplies.

20

“'As soon as the acceptance of the tender is communicated to the successful tenderers

online, the contract shall be binding on him. The earnest money of the tenderer who
backs out or withdraw his tender or fails to abide by it after acceptance thereof is
communicated/posted to him shall be forfeited besides other penal remedies that

- may be available to the Govt. of the J&K under the law for the time being in force in

21

the State of J&K.
The successful tenderer shall have to enter into an agreement on prescribed proforma
(immediately after the issue of supply order) with the Department for, due
- performance of the contract which shall be invariably furnished before the supply is |
- made.
- The tenderer are required to furnish an authenticated copy of latest GST return. The
- PHQ shall be at liberty to put to scrutiny, verification etc. the GST clearance so
: furnished by the successful tenderer.

23.  The authorities reserve absolute powers to reject or accept any tender or part thereof
without assigning any reason and without any legal obligations. Any clause _3
_incorporated in the tender (not conforming to the NIT in any manner) shall make such
an offer liable for rejection. Therefore, all the terms and conditions of the tender
Notice including technical specifications shall be carefully studied for the szke of |
complete and comprehensive tender. Failure to comply with any of the conditions
stipulated in the tender or instructions or the offer with _insufficient |




__particulars/documents shall lead to out-right rejection of the tender offer. |

24.

I after the registration/placement of orders/execution of the agreement and formally
. depositing the security money, in case the tenderer backs out or fails to execute the
work, the security deposited will be forfeited besides imposing any other penal
. provisions as the department may decide to invoke.

The formal deed incorporating the terms of the contract will be executed by the

successful tenderer immediately after receipt of supply order. Failure to execute such
bond/deed shall not however prevent the contract from being enforced against the
tenderer. Any loss sustained by the Govt. as a result of re-tendering the contract shall

~be recovered from the defaulter, besides other penal provisions as the department
__may decide.

If at any stage of the tender process two or more bidders are found in collusion
between /among themselves with the intent to reduce competition, set price, share

technical expertise ,share business information /decision ,control/share production
- and or distribution of products and raise prices ,all such tenders shall be out rightly

rejected.

if at anyhstage of tender process any bidder/s is/are found influencing any
Government Servant associated with or handling the tender process and supplies
thereof, bid of such tenderer/s shall be rejected besides invoking penal action under

rules.

Al legal pr_c;cvévédings arising out of any dispute between the parties shall have to be
' settled in the Courts situated in Srinagar and Jammu and not elsewhere

The supplier shall not sublet the contract or any part thereof to any other agency

The Deparf'ﬁ;i—éht reserves the right to add or suitably modify the terms and conditions
(without prior notification) as per exigencies and hence above shall not be construed |
as all inclusive. '

Bidders submitting their bids on-line shall only be accepted and manual bids shall be
rejected and no document other than mentioned in the NIT shall be accepted
manually. '

PHQ may call any bidder at any stage of the tendering process for seeking any

' clarification.

33,

34

The bidder should furnish an undertaking APPENDIX-I! of this NIT stating that he

/she is not connected in any manner with any other bidder in this tender with
_respect to manufacturing ,distribution, supply, in sharing business

information/documents price of the item etc. for the items quoted in this bid and
has not been blacklisted by any Central /State Governments . If this is found to be

_incorrect, his/her tender would be liable to be rejected without any further notice.

The detailed _NiT, SBD and BOQ are available on J&K State e-Procurement portal

_www jktenders.gov.in.

,_.....35.

"The rates approved _bymthis Hgrs in terms of this tender notice shall not be used as |

rate contract by other Government department.

36 The approved supplier has to ensure the reasonability of rates quoted by the firm. lf‘;




~ at any stage it is found that firm has charged lesser rates of the same items as are
“supplied to J&K Police from any other organization or State/Central Govt.
- organizations, suitable action under rules shall be taken against approved supplier and

| excess amount charged from J&K Police shall be recovered.

i

iv)

alt Clause:

The price charged for the store supplied under the contract by the contractor
shall in no event exceed the lowest price which the contractor sells the stores
or offers to sell the stores of identical description to any person(s), organization
including the purchaser or any department of the Central Govt or State Govt or
any statutory undertaking of central or State Govt, as the case may be during
the period till performance of the contract.

If at any time during said period the contractor reduces the sale price sells or
offers to sell such stores to any person(s}, organization including the purchaser
Or any statutory undertaking of the Central or State Govt, as the case may be, at
a price lower than the price chargeable under this contract , he shall forthwith
notify such reduction or sale or offer of sale to the purchaser and the price

" payable under the contract for the stores supplied after the date coming into

force of such reduction or sale or offer of sale shall stand correspondingly |
reduced. : |
If at any time it comes to the notice of purchaser that the contractor has sold
the stores or offered to sell the stores of identical nature to any person(s),
organization(s) or any state or Central Govt department at a reduced price and
has not notified the purchaser, the purchaser shall be at liberty to make the
recoveries from' the due payments of the contractor in case he fails to
indemnify the purchaser on demand.

The contractor shall furnish following certificate to the paying authority
alongwith the bills for payment:-

“I/We certify that there has been no reduction in sale price of the stores of

description identical to the stores supplied to the Government under the contract

herein and such stores have not been offered/sold by me/us to any
' person(s)/organization(s) including the purchaser or any department of Central or

State Govt or any statutory undertaking of the Central or State Govt. as the case may
be upto the date of the bill /the date of completion of supplies at a price lower than
the price charged to the Govt under the contract”.

i

AIG Provision/Transport)
For Director General of Police,
J&K-Srinagar




APPENDIX-i
MANUFACTURER’S AUTHORIZATION LEﬁERICERTIFICATE;

To,

The Director General of Police
J&K, Jammu/Srinagar.
Subject:-

Sir,
Please refer to your e-tender enquiry (N‘IT) No S“of 2019 datedKﬂ7.2019.

1. We who are proven and reputable Manufacturers of (name and description
of the goods offered in the tender) having factories at hereby authorize
M/s (name and address of the agent) to submit a tender, process the same
further and enter into a contract with you against your requirement as contained in the above
referred tender enquiry documents for the above said goods manufactured by us.

2. We also hereby extend our full warranty, CMS, support as per the conditions of contract, read
with modifications, if any, in the special conditions of contract for the goods and services offered
for supply by the above firm against this tender enquiry document.

Yours faithfuliy_,

Signature with date, name and designation
For and on behalf of M/s
(Name and address of the Manufacturers)

Note;-
a. This letter should be on the letter head of the manufacturing firm and should be
signed by the person who is competent having the power of attorney.
b. Scan copy of the original letter must be attached with tender documents.

SIGNATURE OF THE TENDERER.




APPENDIX-]

Reference e.NIT No{7'of 2019 dated-¢ 07.2019.
To, |

The Director General of Police
J&K, Jammu/Srinagar.

Sir,

1. I hereby state that 1 am not connected in any manner
with any other bidder in this tender in sharing business information/documents and price quoted
in this bid. :

2. I further state that if this is found to be correct, the police department is at liberty to
reject my tender.

3. | further certify that my concern has neither blacklisted nor banned by any central or state
organizations to participate in tendering process.

Yours faithfully,

Signature with date, name and designation

For and on behalf of M/s

(Name and address of the tenderer)

Note;-

a. This undertaking should be on the letter head of the terderer firm and should be
signed by the authorized person.
b. Scan copy of the original letter must be attached with tender documents.



APPENDIX-III

Performance statement for last two years

Name of the firm

Description ~of  work
executed '

Quantity on order

Value

Original execution
period

Whether executed in
stipulated time frame or
other wise

Extension sought for final
execution

Reasons for delay in
| execution ( if any)

Past performance in %
age uptol / 2 crores for
last two financial years

Turnover for last 02
years in % age above 2
| crores

Signature of Tenderer




APPENDIX-IV

General instructions/CHECK LIST FOR TENDERERS;

Before submission of tender documents, the tenderers should check whether they have
complied with the following requirements or otherwise:-

S.No

—

Requirement to be checked befofe submission of the tender

Complied
(Please indicate YES or
NO after complying
with the requirement.

The tenderers for their own ease shatl fill in relevant details
of NIT offline & upload the same after ensuring accuracy

Whether tender fee scan copy is enclosed, with the technicat
bid? '

Whether Earnest Money Deposit (EMD) scan copy is enclosed
with the technical bid?

If an SSI Unit of J&K State, the same is indicated in the tender
and scan copy of the valid registration/functional certificate is

| enclosed or not?

Whether scanned copies of complete tender documents are
up-toaded in the technical bid duly signed having official seal
on all pages or not. However, the quoted items may be also be
ticked?

Whether tender documents are submitted in two bid system
i.e. Technical and Financial Bids separately as per tender
enquiry or not?

Whether offer validity as required in - tender enquiry is
accepted and indicated in your tender document or not?

Whether terms of execution required in tender enquiry is
accepted and indicated in your tender document or not?

Whether payment terms as required in the tender enquiry is
accepted and indicated in your tender document or not?

10.

Whether performance statement for last 2 financial years as
required in tender enquiry in the format is enclosed or not. If
not, reason thereof is given?

1.

Whether warranty period as asked in the tender enquiry is
accepted or not?

12,

Whether maintenance conditions of the lease line during
warranty /post warranty is accepted

13.

If called for T.E. whether free training about usage of lease




line is accepted or not?

N Whether indicated in the tender document, if your firm's
business dealings is banned by any Govt/Private agency or
recommended for blacklisting or not?

15. The complete commercial quote should be in Indian Rupees
only. Currency of price shoutd be clearly mentioned (wherever
applicable).

16. Tenderers are required to indicate Basic Rate, +GST in the
relevant columns of the BOQ.

[17. Tenderer will attach justification of price quoted which should
include the recently executed contracts with Govt/Semi Govt
Organizations etc.

18. No column should be left blank. Wherever amount is not
quoted, the column should be clearly marked as ‘Nil”.

19. Whether authorization certificate of the OEM (in case of
authorized de_aler) has been uploaded or not?

20. Valid registration certificate of approved dealer with
central/state sales tax department for the items quoted

21. Latest GST return

22, SSl unit -registration certificate
(local SSI units of J&K State only

23, Whether copy of Copy of tatest Income tax return has been
uploaded.

24, Govt. supply orders for same if any available have been
uploaded or not

25, Whether OEM registration certificate has been uploaded or
not?

26. Whether other documents as asked in the SBD have been

uploaded

SIGNATURE OF THE TENDERER.




Annexure ‘A’ of e-tender Nogif 2019 dateqf07.2019

S. NO | PRODUCT SPECIFICATIONS Quantity
1. Disk Forensics Active Directory Information Extractor Hardware Analysis | 01
Tool . Recover partitions:
| . Automatically rebuild thestructure of forrﬁatted NTFS and

FAT volumes.

d. Recover deieted files/folders

e. Windows event log parser

f. Link file parser ~ find in unallocated space Compound
(e.g. zipped) document and file File Signature analysis

g. Hash analysis '

h. File finder - find files in unallocated space

i Native viewing for ~400 file formats Built-in Registry
Viewer

J. External File Viewers

k. Integrated Picture Viewer with Gallery View
Timeline/Calendar viewer

. Unicode index search - search extracted text of docs
Binary search ~ search raw binary data

m. Proximity Search

n. Internet and email search—Case Sensitive « GREP » Right
to Left Reading Active Code Page: keywords in many
languages. Big Endian/Little Endian, UTF-8/UTF-7

0. Search file slack and unallocated space

p. Reporting - Automatic Reports

q. Listing of all files and folders in a case

- r. Detailed listing of all URLs and corresponding dates and

times of web sites visited

s.  Document incident response report

t. Log Records

u. Detailed hard drive information about physical and
logical partitions View data about the acquisition, drive
geometry, folder structures and bookmarked files and
images.

v. Export reports in RTF or HTML formats.

w. Folder Information Notable Files

X. Browser History Analysis

y- Internet artifacts--WEB History & cache analysis, HTML




Quantity

S. 'NO | PRODUCT SPECIFICATIONS
carver, HTML page reconstruction, Kazaa toolkit, Instant
Messenger toolkit - Microsoft® Internet Explorer,Mozilla
Firefox, Opera and Apple Safari
z. Email Support Includes—Outlook PSTs/OSTs {'97-'03)
Outlook Express DBXsMicrosoft Exchange EDB Parser
Lotus Notes v6.0.3, v6.5.4 and v7 AOL 6.0, 7.0, 8.0 and
9.0 PFCs YahooHotmail Netscape Mail MBOX archives
System Support Hardware and software RAIDs.
Dynamic disk support for Windows 2000/XP/2003 Server
Interpret and analyze VMware, Microsoft Virtual PC, DD and
SafeBack v2 image formats.
File systems: Windows FAT12/16/32, NTFS; Macintosh HFS, HFS +;
Sun Solaris UFS, ZFS; Linux EXT2/3; Reiser; BSD FFS, FreeBSD’s
Fast File System 2 (FFS2) and FreeBSD’s UFS2; Novell's NSS &
NWFS; iIBM's AIX jfs, JFS and JFS with LVm8; TiVo Series One and
Two; CDFS; Joliet; DVD; UDF; ISO 9660; and Palm
2. Hardware a. Forensically image a broad range of media, including 01
Imaging Tool PCle and 10Gb Ethernet devices, and supports up to
two active forensic jobs at a time (simultaneous
imaging).
b. Outputs to raw .DD and .dmg formats, .e01
(compressed), or .ex01 (compressed), and features
extensive file system support (ExFAT, NTFS, EXT4,
FAT32, HFS+).
¢. Adds two additional cable-less SATA/SAS destination
drive connections to the TX1
d. Compatible with 2.5" and 3.5" SATA/SAS drives
e. Easy modular connection
3. Mobile a. Physical extraction and decoding while bypassing pattern | 01

Forensic Tool

lock / password / PIN from Android devices including
HTC, Motorola, Samsung Galaxy S, SII, SHI family and
more

b. Physical extraction from BlackBerry devices running OS
4--7. Exclusive decoding: BBM data, apps, emiails,
Bluetooth and more

¢.  Widest support for extraction and decoding from Apple.




5. NO

PRODUCT

SPECIFICATIONS

Quantity

devices running iOS3+

Physical extraction and decoding from locked Nokia BB5
devices — password extraction from selected devices
Unrivalled access to locked devices by bypassing,
revealing or disabling the user lock code

File system extraction from/any device running Windows
phone 7.5 and 8 including Nokia, HTC, Samsung, Huawei
and ZTE '

The most powerful solution for physical extraction from
phones with Chinese chipsets

TomTom® trip--log decryption, and data extraction from
other portable GPS devices

Rich set of decoding: Apps data, passwords, emails, call
history, SMS, contacts, calendar, media files, location
information etc.

Contains a unique, rich set of analysis features including
timeline, project analytics, malware detection and watch
list '
Generate and customize easy--to--read reports in a
variety of formats using the UFED Physical Analyzer
Analysis of Social media account file storage and other
cloud based content

Write Blocker
Kit

The kit should have Separate write-blocker devices to
support vivid data interfaces i.e., SATA, IDE, Fire wire,
USB2, USB3, e-SATA Micro-SATA, combine-SATA, SSDs
and ZIF etc.,, along with their respective connecting

cables.

01

CDR Analysis

Software

d.

e. Instant generation of suspect location, association and

g. Support for multiple data formats including Excel, Html

Integrated solution to process various telecom fogs with
multi-dimensional analysis
b. Geo Analysis of ISB dumps
c. ldentification potential of VOIP calls

Ability to process and analyze huge volumes of call data.

behaviour reports.

f. Location & movement, call pattern, geo- analysis

and text

h. ISD dump data analysis

01




5. NO

PRODUCT

SPECIFICATIONS

Quantity

. Facility to use Google maps, open street maps and
offline maps without internet including satellite Imagery
j. Intuitive multi-layered search query engine for building
N comprehensive suspect profiles.
k. Critical analytical capabilities including cross-case, geo-
fencing, identity change, common number, new number
and map based
|l Support for data extracted from mobile forensics tools
such as Cellebrite's UFED ™, Micro Systemation's XRY ™,
. Tarantula ™ etc.
m. Search number on social networking site.
n. CDR Automatic analysis despite difference in file format,
column formats and operator layout formats
0. TDR analysis

Password
Recovery Tool

a. Able to crack password of vivid files with

dictionary/brute-force/custom attacks.

b. Able to decrypt encrypted disks/volumes/folders/files
with white box and black box attacks with the assistance _

of memory/RAM

C. dumps.
d. Able to bypass/crack windows boot passwords, SAM,

NTLM Hashes.

e. Able to bypass/crack passwords of smart phones.

Support advanced Password Recovery for archives
compressed with various methods.

9. Support decryption of EFS-Encrypted Files and FDE

Volumes/Disks, MAC OS Keychain and Fife Vaults.

h. Support recovery of Passwords for various fnstant

Messages and various Intuit Documents.

Support recovery of Passwords of files created by various
word processing applications. ‘

Support recovery of Passwords of POP3 and IMAP email
clients and extraction of Passwords from the auto

complete locations of

k. Various Web Browsers.

Support decryption of Encrypted SQL databases.

m. Support decryption of Sage PeachTree Accounting

Passwords, Protected ACT! Documents, PeachTree

01




. NO | PRODUCT SPECIFICATIONS Quantity
Accounting Passwords
n. Support Distributed Password Recovery with support
minimum of 15 Clients.
0. Support Extraction of data from Blackberry Backups i.e.
IPD and BBB and Mobile Phone Backups.
p. Support Decryption of WhataApp Databases from
Androids and iTunes Backups along with other chat
applications.
g. Support recovery of password from Windows User
account Salts.
. Support decryption of Bitcoin Vaults.
7 Network a. MAC/IP address forensics 01
Forensics Tool b. USB ports/other ports/other address/connection forensics
8. Audio/Video a. For advanced speech signal/image/video analysis and 01
Forensic Tool capabilities to perform a multitude of valuable
audio/video processing/ analysis, audio restoration, voice
comparison functions and for videos capturing from
CCTV's and DVR's which aliows the investigator to clarify
blurred, hazy and dark images to identify facial features,
vehicle number plates and physical aspects of suspects
captured on camera.
9. Steganography a. To detect, analyze and recover hidden information from .| 01
Detection Tool IMAGE, AUDIO, VIDEO, DOCUMENT
10. | Workstation a. Intel Core i7 8th Gen, 6 Core,3.2 GHz 15
{High End) b. DDR4 RAM-32 GB
¢. Windows10 Pro 64-bit
d. MS Office Latest Version with lifetime license
e. Display-32" LED
f. HDD-4 TB
g. GPU 4GB
11. | Laptop a. Intel Core i7 8th Gen 02
b. HDD 2 T8
¢. NVIDIA GPU 2GB
d. 8 GB RAM
e. Display—15.6"
f.  MS Windows 10 Pro 648it
g. MS Office Latest Version with lifetime license
12. | Modular Work | Thick solid core construction with high-pressure laminate 15




S. NO | PRODUCT SPECIFICATIONS Quantity
Desk
13. | External Hard Reputed brand 04
Disk 2TB
14. Pen Drive Reputed brand 08 GB—
5
16 GB—
5
32 GB—
4
64 GB—
4
15. | Card Readers Reputed brand 4
16. ~UPS a. 10 KVA Online UPS 01
b. Minimum 1-hour backup
¢. 3 phase input and output
17. | AVR Reputed brand 01
18. | AC Reputed brand 04

-

e
Mubassif Latifi JKPS

AIG Provision & Transport
or Director General of Police
J&K Srinagar

Lk,




